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HACKOADbKO
SALLUNLLIEHA
MHOOPMALINA B
BALUEM O®OUCE?

CoBpeMeHHbIe MPEANPUATUA B 3HAUNUTEABHOM CTENeHM NOAAraroTca Ha MHPOPMALIMIO,
CO3A3Bas CAOXKHbIE 1 BbICOKOTEXHOAOMMYHbIE CETW, OOBEAVHAIOLLIME MPOLIECChI, AKOACI

N OPraHn3aLVmn, HaXOAALLMECHA B Pa3HbIX CTpaHax. B anoxy LmdpoBov TpaHchopMaLmm
NOABAAIOTCS HOBbIE MVOKME METOAbI PaAbOThI, KOTOPbIE TPAHCHOPMUPYIOT HE TOABKO
0PUCHOE MPOCTPAHCTBO, HO W TO, KaK AIOAM CO3AAIOT, MePEAAIOT M UCMOAb3YHOT
NHPOPMaLIO. B CTOAb CAOXHOW CPEeAE 3aLLMTY AGHHbBIX YyKe He 0becrneymTb C NMOMOLLbIO
CTaPbIX METOAOB, 1 BOABLUMHCTBO KOMMaHWIM MHBECTVPYHOT B BbICOKOTEXHOAOTMYHbIE
peLLeHKs, Takvre Kak bpaHAMay3pbl, HOBble aHTUBKMPYChI, MPOrPaMMHbIE MHCTRYMEHTbI
obecrneyeHusa 6e30MacHOCTU 1 MHoroe Apyroe. OAHAKO 33a4acTyYHO UM He YAGETCSH MOHATD,
YTO 3aLLUMLLATL HYXKHO U ODUCHbIE MPUHTEPDI, KOTOPbIE rOPa3A0 boAee YA3BKMbI, YeM
MOMET MOKa3aTbCSA Ha MEPBbIN B3MAAA,.

3AAYMAUTECb O CBOUX NMPUHTEPAX

CoBpeMeHHble MHOMO@YHKLMOHAABHbIE MPUHTEPRbI ABAAKOTCA MOLLHBbIMY MHCTPYMEHTaMM,
KOTOPbIE, Tak »e Kak cepBep MAMK MK, MMetoT CBOU ONepaurOHHbIe CUCTEMbI, YKECTKME AUCKM
OOABLLOIrO 06beMa, MOAKAIOYEHME K CeTU U VIHTEPHETY, a TakyKe eXKeAHEBHO VCMOAb3YHOTCA AAA
06pPaboTKM OrPOMHOIMO KOAMYECTBA BaXkHEMLLVX KOPMOPATUBHbIX AOKYMEHTOB.

B YEM 3AKAIOYAETCHA PUCK?

s HecaHKUMOHUPOBaHHbLIM MPOCMOTP +  Ob6Lad CTOMKa HameuyaTaHHbIX 3aAaHUN,
KOH®DUACHLMAABHON MHDOPMALIMM, MPVHAAAEXKALLUX PA3HbBIM MOAB30BATEASM
XPAHALLGCA Ha HESaLLMLLIeHHbIX MDY +  OTnpaBKa AOKYMEHTOB PaKCOM AW MO

¢ AOCTYMHOCTb Baller MHOPACTPYKTYPbI SAEKTPOHHOM MOYTE HEBEPHbLIM aapecaTam B
nedyaTit MOXKeT BbITb HapyLLeHa 13-3a pe3yALTaTe OrneyvaTkm
HenpPaBKABHOM PabOThI e [lepexBaT neyataeMbiX UAN CKaHWUPYEMbIX

e 3AOYMBILLUACHHWKM MOAYYAIOT AOCTYM K BaLLew AGHHbBIX Xakepam
CeTu yepes MPUHTEP 1 UCMOAB3YIOT €ro AAS «  YTeps AaHHbBIX B PE3yALTaTe HEBPEKHON
ASABHENLLINX aTaK YTUAM3ALMN MPUHTEPOB B KOHLIE X

¢ AOCTYM K KOHPUACHLMNAABHBIM AOKYMEHTaM, YKUSHEHHOIO LMKAA.

3a0bITbIM B BIXOAHOM AOTKE MOCAE MedaTu

«BHeapeHe OCHOBHbIX CTaHAAPTOB MHMOPMALIMOHHOM HEe30MacHOCTU ABAAETCA
CTOSLLMM BAOYKEHMEM CPEACTB AAA ODUCOB, B KOTOPbIX 06pabaTbiBatoTcA BOAbLLME
06BbeMbl AGHHbBIX. B HalLW AHM MPUHTEP nMepecTan bbiTb MPOCTbIM YCTPOWCTBOM, Tenepb

3TO CepBepP C GYyHKLMEN neyaTm».

(pyKOBOAMTEADb OTAEAS MHDOPMaLMOHHOM Be3onacHocTK, Publicis Groupe)
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BE3OIACHbDIE PELLIEHUA AASA
NMEYATU B BALLEN KOMMAHUM

BcTpoeHHble pyHKUnU 6e30MnacHoOCTUN U KOHPUAEHLUNAABHOCTH

Koraa Mbl pa3pabaTbiBaeM UAK BblIDMPAEM TEXHOAOT UM, MOOAYKTbI U YCAYTU AAA
HALLMX KAMEHTOB, Mbl YYUTbIBAEM UX BO3MOXKHOE BAUSHME Ha paboyyio Cpeay
HALWMX KAMEHTOB. VIMEHHO MO3TOMY HalUn OPUCHbIE MHOMOMYHKLIMIOHAAbHbIE
MPUHTEPbl OCHALLEHbI LLUMPOKMM HAabOPOM BCTPOEHHbIX 1 AOMOAHUTEABHO
npuobpeTaeMbix GYHKLMIN 6@30MacHOCTU, KOTOPbIE MO3BOAAT KOMMaHMUAM
AODBOro pasmepa AOCTUYb HEODXOAMMOIO YPOBHS 3aLLNThl AAS:

D OC

&

| YCTPOWMCTB | CETEM | AOKYMEHTOB | MPEANPUATUS

ey MEDKAYHAPOAHDIE

——8 CTAHAAPTbI U NMPOBEPKA
CEPTUDUKATDI x BE3OMACHOCTHU

Hallm MHOrOdDYHKLVOHAAbHbIE MPUHTEPDI KomMnaHuma Canon MCMNoOAb3yeT OAVH 13 CaMblIX
imageRUNNER ADVANCE npoxoaaT CTPOIMX PEXXMMOB MPOBEPKKW HE30MacHOCTM
PErYAAPHYIO OLEHKY U CepTUDUKALIMIO BO BCEW MHAYCTPUM ODUCHOTO 0O0PYAOBAHMNS.
Ha COOTBETCTBME OOLLUVM KPUTEPUAM U TexHOAOr MK, NCMOAb3YEMble B HaLUMX
TpeboBaHuaMm cTaHaapTa IEEE2600 no YCTPONCTBax, TECTMPYIOTCA Ha COOTBETCTBME
6e30MacHOCTM MeYaTHbIX YCTPOWCTB. TEM CTaHAAPTaM, KOTOPbIM AOAYXKHA

COOTBETCTBOBATb Hallla KOMIMaHWMA.

ABAAACH AMAEPOM B OBAACTU PA3PaABOTKN MHHOBALIMOHHbBIX PELLUEHNN AAS MeYaT U
VMPAaBAEHUA MHDOPMaLMeEr B odurcax U koMrnaHmax, Canon paboTaeT COBMECTHO C

KAVMEHTaMK, MoOMOoras MM UCMOAb30BaTb KOMMAEKCHbIN MOAXOA K MHDOPMaLMOHHOMN
6e30MacHOCTW, KOTOPbIN MOAPA3YMEBAET, YTO MePbl O€30MACHOCTU B TEXHOAOIUAX AAA
oduca ABAAKOTCA YacTbto 0bLLen MHPOPMALIMOHHOM SKOCUCTEMDI.

3awmTtuTe cBot opuc 3
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SALLLUTUTE

YCTPOUCTBO

KoMnAeKcHasa 3alumTa Ballnx PUsnyecKnx akTuBoB

&

PELLEHUSA AAS
AYTEHTUOUKALUMN
NMOAb3OBATEAEMN

3almMTUTE YCTPOMCTBO OT HECAHKLMOHWPOBAHHOIO
VICMOAB30BaHUA, BHEAPVIB KOHTPOAb AOCTYMaA
MOAb30BaTEAA C MOMOLLbIO ayTeEHTUdUKaLMM,. DTO
TakK)Ke MO3BOAUT MOAb30BaTEASM ObICTPEEe MOAYYaTb
AOCTYIM K HY>KHbIM MapaMeTpaM ¥ 3aAaHNAM nedaTu, B
TO »Ke BpeMs MoBbilasg BUAMMOCTb M MPO3PaYHOCTb
MpPoLeccoB. Halwm oducHble MPUHTEPbI 060PYAOBAHbI
TMOKUM peLleHremM AAA BXoaa uniFLOW Online
Express, KOTopoe obecrnedrBaeT ayTeHTUOVKALMIO
MOAb30BaTeAel Mo 6ase AaHHbIX Ha YCTPOWCTBE, Mo
AOMeHy Yepes Active Directory nam dyepes cepaep
UniFLOW. 2T0 paeT BO3MOXXHOCTb KOHTPOAMPOBATH
AOCTYIM K YCTPOWCTBY U AOCTWUb BaAaHCa Mexay
YAODCTBOM MOAb30BaTEAEN U BE30MaCHOCTBIO.

' I SALWLNTA AAHHDbIX HA

)KECTKOM AUCKE

Ha MHOrO®YHKLVOHAABHOM MPUHTEPE BCeraa
XPaHUTCH BOAbLLION 0OBbEM AAHHbIX, KOTOPbIE
HEOOXOAMMO 3alUMLLaTb, — OT 3aAaHUIM Ha NeYyaTsb,
HaxXOAALLMXCA B O4YepeAn, A0 MOAYUEHHbIX HaKCcoB,
OTCKaHMPOBAaHHbIX M300paskeH1M, aapPeCHbIX

KHUT, >KYPHAAOB aKTUBHOCTU M UCTOPUM 3aAaHNN.
YcTtpomcTBa Canon npeaAaratoT psas MHCTPYMEHTOB
AAA 3aLLMNTbI AQHHbBIX Ha BCex aTarnax >XM3HEeHHOro
LIMKAQ YCTPOMCTBA, @ TakyKe AASA COXPaHEHUs 1X

KOHPUAEHUMAABHOCTU, LLEAOCTHOCTU U AOCTYMHOCTMU.

v CUCTEMA YTMNPABAEHNUA

AOCTYNOM

OTa GYHKLMA MO3BOAAET MPEAOCTABAATbL AOCTYIM

K KaXKAOM OTAGABHOM DYHKLMKM YCTOOMCTBA.
AAMUHUCTPATOPBLI MOMYT MCMOAb30BaTb CTaHAAPRTHbIE
AOCTYTMHbIE POAV AWM CO3AABATb NMOAbL30BaTEALCKIE
POAV C HEODOXOAVMbBIMK MPaBaMM 11 YPOBHEM AOCTYMa.
Hanpumep, HEKOTOPbIM MOAb30BaTEAAM MOXKHO
OrpaHNYMTb AOCTYI K KOMMPOBAHMIO AOKYMEHTOB VAU
VICMOAB30BaHWIO OYHKLMM OTMPRABKM.

A
HACTPOMKA MOAUTUKMU
© BE3OMNACHOCTHU

Hosenwme yctpomcTea imageRUNNER
ADVANCE DX Takyke ocHalleHbl dyHKLMen
MOAUTUKM HE30MACHOCTW, KOTOPas MO3BOASAET
AAMUHUCTRATOPY YNPaBAATbL BCEMY MapaMeTpamMi
6e30MacHOCTM B OAHOM MEHIO 1 PeAAKTUPOBATb
MX AOC MPVIMEHEHUS B Ka4eCcTBe KOHOUrypaLmm
yCTpOMCTBA. [1ocAe MpUMeHeHns MCMNOoAb30BaHMe
YCTPOMCTBA U U3MeHeHMe NapamMeTpoB AOAXKHbI
MPOVCXOAVTE B COOTBETCTBUM C 3TOM MOAUTUKON.
MOANTYIKY 6€30MaCHOCTU MOXKHO 3aLUVTUTb
OTAEABbHbBIM MAaPOAEM, YTOObLI OHa obecrnednBana
AOMOAHUTEABHbIE BO3MOXXHOCTW YNpaBAeHUA

1 6e30MacHOCTb, a AOCTYM K HeM ObIA TOALKO Y
OTBETCTBEHHOIO crieymanmcTa no MT-6es3onacHoCTy.

lH AAMUHUCTPUPOBAHME
XXy YCTPOUCTBA

KoHdurypaums yCTPOMCTBA, a TakyKe rnapameTpbl

CETU U APYTE BO3MOMHOCTM YMPAaBASHNA AOCTYMHbI
TOABKO MOAB30BaTEAAM C MPaBaMM aAMUHUCTPATOPa —
3TO HEOBXOAMMO BO U3BEXKaHME CAYYANHOIO A
NPeAHAMEPEHHOMO U3MEHEHUA KOHDUIMYpaLIMU.

4+ ) NPEBEHTUBHAS4A
SALLUNTA

MpoaykTbl imageRUNNER ADVANCE DX npeaasaratoT
pPAA HaCTPOEK 6e30MacHOCTU, KOTOPbIE MO3BOASIHOT
3aLUNTUTE NPUHTEPLI OT aTak. DYHKLMA MPOBEPKM
CYCTeMbl MpW 3arycke obecrnedmBaeT LeAOCTHOCTb
MNPOrPaMMHbIX KOMMOHEHTOB YCTPOMCTBa NOCAe
BKALOYeHMs, a McAfee Embedded Control obecneunTt
HAAEXKHYIO PAbOTY Ha MPOTAMEHUM BCEro >KN3HEHHOro
LIMKAQ YCTPOWCTBAa, MPeAOTBpaLLas NporpaMMHble cbom
11 3aMyCK HeCaHKLVOHMPOBaHHbIX MPOrpamMm BO BpemMs
paboTbl MprHTEPa. B AOMOAHEHVIE K 9TOMY AdHHbIe
CHCTEMHOIO »XYPHaAa B pexkMMe peaAbHOro BpeMeHu
NOAAEPXKMBAIOT 6E30MaCcHOCTb AQHHbBIX YCTPOWCTBA W
BbIMOAHAIOT MOHUTOPWHI (A@HHbIE MOXKHO CYMTBIBATb
COBMECTMMOW CTOPOHHEN cucTemom SIEM).

4 3awuTuTte cBon oduc



HACKOABKO XOPOLLO 3ALUMLLEHbI BALLW YCTPOUCTBA?

1
Balum ycTponcTBa PacnoAOXKEHbI
B OOLLIECTBEHHbIX MecTax?

4

MO>XHO AU MOAYYUTb
HEeCaHKLMOHUPOBAHHbIN AOCTYM K
HACTPOMKaM YCTPOMNCTBA?

2 3

MoryT AM MOAb3OBaTEeAMU McroAb3yeTe AU Bbl UHCTPYMEHTDI
MOAYYUTb He3aLLUULLEHHbIN AAS 3aLLUUTBI MHDOPMaLIMK Ha
AOCTYM K YCTPONCTBaM? KECTKOM AMCKE YCTPOMCTBA?

5

3aAYMbIBAaAUCH AU Bbl O
YXN3HEHHOM LIMKAE N 6e30MacHom
YTUAU3ALMWM BaLLEro YCTPOMCTBA?

LLNPPOBAHUE XXECTKOIO AUCKA

Halwum yctpomcTtBa imageRUNNER
ADVANCE DX LWndpytoT BCe AaHHble Ha
YKECTKOM AUCKE AAS MOBbILLEHVS YOOBHSA
6e30MacHOCTU. Yun 6e30nacHoOCTH,
OTBeYaroLLMM 3a NP POBaHME AAHHDIX,
COOTBETCTBYET CTaHAAPTY 6e30MacHOCTU
FIPS 140-2 ypoBHSA 2, MPUHATOMY
npasuTeAnbcTBOM CLUA, 1 cepTudmnumpoBaH
B paMKax mporpamMmmbl CVMP (nporpamMma
NPOBEPKM KOUNTOrPadUUECKMX MOAYAEN),
opraHmnsoBaHHom CLLUA 1 KaHaaoW, a Takke ee
AnoOHCKoro aHaaora JCVMP.

O4YNCTKA XXECTKOIro ANCKA

HekoTopble AaHHbIE, HAaNPUMEP AdHHbIE
CKOMUPOBAHHbBIX MAW OTCKaHMPOBAaHHbIX
N306PaXKEHUI, a TakXKe AaHHbIE AOKYMEHTOB,
pacriedaTaHHbIX C KOMIMbOTEPa, XPaHATCH

Ha YXECTKOM AMCKE MPpUHTEPa orpaHnyeHHoe
BPEMSA U YAIAAOTCH MOCAE BbIMOAHEHWSA
COOTBETCTBYIOLLEro 3apaHmna. Ytobbl
rapaHTUPOBATb MOAHOE YAAAEHWE OCTAaTOUYHbIX
AQHHbBIX HaLLW YCTPOMCTBa OCHALLIAtoTCH
SKECTKMM ANCKOM C BO3MOXXHOCTbLIO
PEryAdapHOro YyaAaAeHMA OCTaTOYHbIX AaHHbIX B
KayecTBe aTarna 0b6pPaboTKM 3aAAHUN.

NMHUNUMNAANSALINA BCEX AAHHbIX U
NMAPAMETPOB

YTobbl MPeAOTBPATUTL YTEPIO AGHHbIX MPW
3aMeHe UAU YTUAM3ALIMU XKECTKOIO AMCKA,

Bbl MOXKETe rmepes3arnmcaTb BCe AOKYMEHTbI U
AAHHbIE Ha >KeCTKOM AMCKE, a 3aTEM BbINMOAHUTb
COPOC HACTPOEK A0 3HAYEHUM MO YMOAYAHUIO.

PE3EPBHbIN YXXECTKUN AUNCK*

KoMMaHuM MOAYYMAM BO3BMOXXHOCTb
BbINMOAHATL PE3ePBHOE KOMMPOBaHME
AQHHbIX C >XE€CTKOIro AMCKa YCTPOWCTBA Ha
AOTIOAHUTEABHO MPUOBPETAEMbIN KECTKUM
AVCK. [Tpn pe3epBHOM KOMUPOBAHMN AGHHbIE
Ha 0BOUX YKECTKUX AMCKaX MPOXOAAT NMOAHOE
LUndpoBaHMe.

* ONUMOHAABHO AAS BbIBPAHHbIX MOAEAer. AAS MOAYYEeHUS
NoAPO6HOM MHPOPMALMK O AOCTYMHbBIX QYHKLMAX U OMNUMUAX
Ha Pa3HbIX MOAEASAX YCTPOMNCTB AMHENKN 06bpaTUTeCh K
npeacTtaBuTeato Canon.

3awmTtuTte cBor opuc 5
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MOXXET AU NPUHTEP CTATb MICTOYHUKOM YIPO3bl AASA BALLUEW CETU?
+  ECTb AV BO3MO>XHOCTb MPOBECTW aTaKy Ha BallW CeTEeBblE MOPTbI?
MOryT AWM FOCTU BbIMOAHSTB MEYaTh M CKaHMPOBaHMeE, He NMOABEpPrasi Bally CeTb PUCKAM?

MNoAACPIKMBAKOTCA AW BalLey CMCTEMOW MOAUTUKM BE30MacHOro NMCrNoAb30BaHUA
AVYHbIX YCTPOWCTB MOAb30BaTEAEN?

LLndpytoTca AW AaHHble NMedaTu npu nepeaade ¢ MK Ha yCTpOMCTBO BbIBOAA?

BesonaceH AV MpoLuecc nepeAadm AaHHbIX NMeYaT M CKaHMPOBAHUA?




Canon npeapAaraeT psA peweHum AA8 obecrneyeHUs
6e30MnacHOCTU, KOTOpPbIle 3aLUUTAT Bally CeTb U
AQHHbIE OT BHYTPEHHUX U BHELLUHUX aTaK.

DUADBTP IP- U MAC-AAPECOB

3alUUTUTE CBOKO CETb OT HECAHKLIMOHUPOBAHHOIO
AOCTYMa CTOPOHHUX AWLL, PA3PELLMB CBA3b TOABKO
C YCTPOWCTBAMU, UMEIOLLIMMU OMpPeAEAeHHble

IP- uAan MAC-appeca; 3Ty GYHKLNIO MOXKHO
HACTPOUTb KaK AAS MepeAadn AQHHbIX BHYTPU
CeTU, TaK U UX BbIBOAA 33 €€ MPEAEADI.

KOH®PUTI'YPALIUA MPOKCU-CEPBEPA

HacTpolTe NpoKcu-cepBep, YTObb! YNPaBAATb
MOAKAIOUYEHUAMN BMECTO Balllero yCTPOMNCTBa,
M UCMOAb3YMTE ero npu MoAKAKYEHUN K
YCTPOWNCTBAM BHE CeTu.

AYTEHTUDPUKALINA MO IEEE 802.1X
HecaHKLMOHMPOBAHHbLIN AOCTYM K CETU
oAokupyeTcs LAN-KOMMYTaAaTOPOM, KOTOPbIN
NPEeAOCTaBASIET AOCTYMN TOAbKO KAUEHTCKUM
YCTPOWCTBaM, aBTOPU30BaHHbIM CEPBEPOM
ayTeHTUDUKaL M.

NMOAKAKOYEHWME YEPE3 IPSEC

MoakAoUYeHne Yyepes IPSec npeaoTBpaLlaeT
nepexeaT UAU pacundpoBKy |IP-nakeTos,
nepeaaBaeMblix No IP-cetn, CTOPOHHMMUK
INZINEIYIZE

Mcnoab3yinTte wndpoBaHme cBa3nm TLS BO
n3beXkaHme NMPOCAYLLUMBAHUA CETU U XULLIEHNS
AQHHbIX, NepPeAaBaEMbIX MeXXAY MPUHTEPOM

N APYFrMMU YCTPOMCTBAMU, HaNpumep
KOMMbIOTEPaMMU.

YMNPABAEHUE MOPTAMU

HacTpauBanTe napaMeTpbl MOPTOB B PaMKax
KOHDUrypaLmnm NoAUTUKM 6e30MacHOCTMU.

ABTOMATUYECKA4A PET'MCTPALIUA
CEPTUDPUKATOB

C aToM dYHKLMEN Bbl CMOXKETE 3a0bIiTb O TAKOM
rnpoLiecce, Kak MNOAAEPXKKA cepTUDMKATOB
6e3onacHOCTU. C MOMOLLIbIO NPOBEPEHHOMN
TEXHOAOI MM CUCTEMHbIN AAMUHUCTPATOP
MOXXEeT aBTOMAaTUYECKN OBHOBAATb U
BbIMYCKaTb CEPTUPUKATLI B LIEAAX COBAIOAEHUSA
MOAUTUK 6E30MacHOCTMU.,

MOHUTOPUHTI >)KXYPHAAOB

PasAnYHble >KYpPHaAbl MO3BOAAIOT OTCAEXMBATb
NCMOAb30BaHME YCTPOMCTBA, BKAIOYaAsA
3a6A0OKMPOBaHHbIE 3aMPOChl Ha MOAKAIOUYEHME.

WI-FI DIRECT

ObecneybTe BO3SMOXXHOCTb MeyaTu C
MOOUAbHbIX YCTPONCTB MOCPEACTBOM
OAHOPAHIOBOro CoeAnHeHna 6e3
HEeOBXOAMMOCTU MOAKAKOYATD ero K
KOPMOpaTUBHOW CETU.

LWLIMDOPOBAHUE AAHHDBIX MNMPU_
B3AMMOAEUCTBUN C YCTPONCTBOM

OTa onumsa WndpyeT 3apaHUA nevaT Npm
MX OTMNpaBKe C NoAb3oBaTeAbckoro MK Ha
MHOIOdYHKLMOHAABHbIV MPUHTEpP. Bbl Tak)xe
MoXKeTe LUndpoBaTb OTCKaHUPOBaHHbIE
AaHHble B dopmaTe PDF, akTnBnpoBae
YHUBEPCAAbHbIN HABOP DYHKLINIA
6e30MacHoCTK.

FOCTEBASA NMEYATb C MOBUADbHbIX
YCTPONCTB

Halle nporpaMMHoe obecrieyeHmne AAS
yrpaBAeHUa 6e30MacHOM ceTeBOW NeYaTbio
M CKaHUPOBAHWEM YCTPAHAET YaCTOTHbIE
npo6bAeMbl, CBA3aHHble C 6€30MacHOCTbIO
meyaTmn ¢ MOBUAbHbIX YCTPOWCTB U rOCTEBOM
rmeyaTu, MPEAOCTABASAA BHELLHME CMOCObbI
OTMPAaBKU 3aAaHUM HA MeYdaTb, TakmMe Kak
SAEKTPOHHAsA MoYTa, UHTEPHET U MOBUABbHOE
MPUAOYXKEHWe, 9To obecrnedmBaeT paboty MDY
c 6e30MnacHbIM UCTOYHUKOM, MUHUMU3UPYSA
BEPOATHOCTb B3AOMaA.

ABOWHASA CETb

HoBaga TexHoAOrnsa Tenepb NO3BOAAET
paboTaTb C AByMA MHTepdencamm ceTteBoro
MOAKAOUYEHUSA: OCHOBHOE MOAKAKOYEHMe
Bceraa byAeT NMpoOBOAHBLIM, MPWY 3TOM BTOpOE
MOAKAIOUEHUE MOXKET ObITh KakK MPOBOAHDIM,
TaK 1 6eCcnpoBOAHBIM AAA BOAEe CTPOroro um
6e30MacHOro pasaAeAeHnsa ceTen.

3awmTtuTte cBont opuc 7
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SALLUTUTE CBONW
AOKYMEHTDI

Bce KoMmaHum MMetoT AEAO C KOHPUAEHUMAABHBIMU AOKYMEHTAaMU, TaKMMIK KaK
KOHTPAaKTbI, COrAaLLIeHns, DyXraATEPCKME AOKYMEHTbI, AAHHbIE O KAMEHTaX, MAaHbI
OTAEAA Pa3pPaboTKM U MHOroe Apyroe. B cAydyae ecAM Takme AOKYMEHTbI MOMaAy T
B Uy>KME PYKKM, MOCAEACTBUA MOTYT BapbMPOBATbCA OT MOAPbLIBa penyTaumm A0
KPYMHbIX WTPAPOB UAK AaXKe CYAEOHbBIX MCKOB.

Canon npeAaAaraeT psA pelleHumn Ana obecrneyeHusa 6e30nacHOCTU, KOTOpble MOMOryT BaM
3alWMNTUTb KOHPUAECHLUMAABHDBIE AOKYMEHTbI Ha NPOTAXXEHUM BCEro UX YXUSHEHHOIO LIMKAA.

KOHO®OUNAEHLUMAABHOCTD
‘ MEYATHbIX AOKYMEHTOB
Be3onacHas nevaTb

MoAb30BaTeAb MOXeT 3aaaTb PIN-koa nedaTy,
UTObObI NeYaTb AOKYMEHTa HauYMHAAACb TOAbKO

nocAe BBoAA NpaBmMAbHOro PIN-koaa Ha yCTpounucTBe.

OTO NO3BOASET 3aLUTUTb KOHOUAEHUMAABHbIE
AOKYMEHTbI.

MpuocTaHOBKa BCeX 3aAaHUM Ha nevyaTb
Ha yctponctBe imageRUNNER ADVANCE DX
AAMUHUCTPATOP MOXKET NPUOCTAHOBUTbL BCe
OTMPaBAEHHbIe 3aAaHMA Ha NeYyaTb — TakuM
06pa3oM AAA NeYaTU MOAb30BATEAAM HEOOXOANMO
OYAET BbINOAHUTb BXOA B CUCTEMY, 38 CUET Yero
obecrneymBaeTCcs 3aLMTa KOHOUACHLIMAABHOCTU
BCexX MeyaTHbIX MaTepPMAAOB.
A
_"l MPEAOTBPATUTE CO3AAHUE
AYBAUKATOB

MeyaTb ¢ BUAMMbBIMU BOASIHbIMU 3HAKaMM
ApariBepbl MO3BOASAOT NevyaTaTb Ha CTpaHuLe
BUAMMbBIE OTMETKU, KOTOPbIe pacrnoAaratoTcs
NMOBEPX COAEPXKMMOro AOKYMeHTa. TO
MO>XHO UCMOAb30BaTb AAS MHPOPMUMPOBAHUA

COTPYAHMKOB O KOHOUAEHUMAABHOCTU AOKYMEHTa U
npeAOTBPaTUTb ero KonmpoBaHMe.

MeyaTb/KONUpPOBaHUE C HEBUAUMBIMU BOASIHbIMU
3HaKamMu

EcAn aTa dyHKLUMSA BKAKOUEHA, AOKYMEHTbI ByAyT
rneyaTaTbCsl AU KOMMPOBATbCS CO BCTPOEHHbIM
CKPbITbIM TEKCTOM Ha POHe, KOTOPbIN ByaeT
MNPOABASATbCS MPU CO3AaHNUN AYDAMKATA U UIPaTb
POAb CAEPXKMBAIOLLIEN Mepbl.

MpeaoTBpalLLeHUe YTepPU AaHHbIX Ha
KOpMNopaTUBHOM YPOBHEe

BblBeaUTEe GYHKLMU AAS MPEAOTBPALLEHUSA YTepH
AAHHbIX Ha HOBbIN YPOBEHb — UCTMOAb3YyNTE

MouToBble ALMUKHU

3aAaHna Ha NeYaTb AU OTCKAHMPOBAHHbIE
AOKYMEHTbI MOYXXHO XPaHUTb B MOYTOBbIX SALLMKAX
AASI AOCTYNA B AtoHOe yaobHoe Bpema. MNoyToBble
ALLMKN MOXKHO 3alLnUTUTb PIN-KOAOM, UTOObI TOABKO
Ha3Ha4YeHHble MOAb30BAaTEAN MOIMAM OCYLLIECTBAATD
AOCTYI K UX COAEPXKMUMOMY. B 3TOM 3aLLMLLIEHHOM
MPOCTPAHCTBE Ha YCTPOMCTBE MOXHO XPaHUTb
4acTo ne4vaTaeMble AOKYMeHTbl (Hanpumep, BAaHKU
N GOpPMbI), KOTOPbIE TPEDYIOT OCTOPOXKHOIO
obpalleHua.

BesonacHasa neyaTb uniFLOW*

BesonacHaa nedatb uniFLOW MyPrintAnywhere — 3710
OTNpaBKa 3aAaHMIN Ha NeYyaTb Yepes YHUBEPCAAbHbIV
APpaviBep M UX NnedaTb Ha AOOOM MPUHTEPE CeTu.

uniFLOW B coyeTaHuu ¢ iW SAM Express. 2T0
cepBepHOe peLleHMe MO3BOASIET BbIMOAHATb
OLUMPPOBKY U apPXMBUPOBAHNE AOKYMEHTOB,
OTMPABAEHHbIX Ha MPUHTEP NUAKM MOAYYEHHbIX C
YCTPOWCTRBA, a Tak>XKe aHaAU3NPOBATb TEKCTOBbIE
AdHHble U aTpnByYTbl MPU PearnpoBaHMM Ha Yrpo3bl
6e30MacHOCTK.

OTCAEXMBaHUE UCTOYHUKA AOKYMEHTa*
MocpeACTBOM BCTPOEHHOIO KOAA Bbl MOXKeETe
OTCAEXXMBATb NCTOYHUK AOKYMEHTA.
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HACKOABbKO XOPOLLUO 3AWLUNUIEHDI BALLIMW AOKYMEHTDI?

1 2
MmMerT An

HECAHKLUMOHNPOBAHHbIE
MOAb3OBaTEAU AOCTYM K
KOHOUAEHLMAABHbBIM
AOKYMEHTaM Ha NpuHTepe?

yCcTponcTee?

4 5
MoXKeT An APYrom YeAoBeK
3abpaTb Ballmn
KOHPUAEHLIMAAbHbIE AOKYMEHTbI

nocaAe neyaTtm? YCTPOMNCTBA?

MoykeTe A1 Bbl 06ecrnednTb
KOHPUAEHLIMAABHOCTb AOKYMEHTOB,
KOTOpPble MPUHAAAEXKAT Pa3HbIM
MOAb30BaTEAAM, HO
06pabaTbIBAOTCA Ha EAVHOM

3
Mo>keTe AU Bbl OTCAEXMBATb

MoykeTe AU Bbl MPEAOTBPATUTDb
yacTble OLLUNBKM, BO3HUKAKOLLME
Mpu oTNpaBKe AOKYMEHTOB C

w MOAHbBIN KOHTPOAb HAA OTMPABKOM
AOKYMEHTOB U ®AKCOB

OrpaHuyeHue crnucka appecartos

YT06bl COKPATUTb PUCKU YTEUYKN MHDOPMALNU,
AAMUHUCTPATOPbI MOTYT OFPaHNYnNTb

AOCTYM K PAa3AMYHbIM appecaTaM, Hanpumep
OTCYTCTBYIOLLMM B aAPECHOM KHUIe Ha cepBepe
LDAP, He 3apermctpmpoBaHHbIM B CUCTEME AU Ha
OMPEeAEAEHHOM AOMEHE.

OTKAIOYEHME aBTO3aNoOAHEHUs aApecoB
MpeaoTBPATUTE OTMNPABKY AOKYMEHTOB HEBEPHbIM
apapecaTaM, OTKAKOUYMB aBTO3alNoOAHEeHNe aApecoB
SAEKTPOHHOM MOYThblI.

3awmTa aApPeCcHOM KHUIu

YcTtaHoBuTe PIN-KOA AAS 3aLLUMTbI QAPECHOM KHUMU
YCTPOMCTBA OT HECAHKLIMOHUPOBAHHOIO AOCTYMa
NMOAb30OBaTEAEN.

MoAnucb ycTponcTBa

MoARNCh YCTPOMCTBA MOXXHO A0BABUTb Ha
OTCKaHMPOBaHHbIE AOKYMEHTbI B dopMaTax
PDF nAn XPS ¢ MOMOLLbIO KAKOYA 1 MEXaHM3Ma
cepTUdMKaLMM — TakKMM 06pasoM MoAyYaTeAb
CMOXXeT NPOBEPUTb MCTOYHUK M MOAAUHHOCTb
AOKYMEHTA.

MoaTBep>xaeHUe HoMepa dakca

[MpeaoTBpaTUTE OTMPABKY AOKYMEHTOB
HernpaBUAbHbIM aapecaTaM, 3arpPocuB NMOBTOPHbIN
BBOA HOMepa daKca MoAb30BaATEAAMU.

KoHduaAeHUMaAbHOCTb NOAy4YaeMbiX PaKcoB
HacTponTe yCTPOMCTBO Ha XpaHeHune
AOKYMEHTOB B NaMATK 6€3 nx nedaTu. Bbl Takxke
MOYEeTE COXPaHUTb KOHPUAEHLIMAABHOCTb
MOAYYEHHbIX MOCPEACTBOM daKca AOKYMEHTOB,
NPUMEHMB NapaMeTp AAS MX COXPaHeHUd B
KOHPUAEHLMAABHYIO NanKy UAM 3aLmMTmB nx PIN-
KOAOM.

NMPOBEPKA UCTOYHUKA N MOAANHHOCTU AOKYMEHTA
NMOCPEACTBOM LIUDPOBbIX MOAMUCEN

Moanucb noAb3oBaTeAs™

STa onuusa NO3BOASIET NMOAb30BATEASM OTMNPABAATb
danAbl PDF nam XPS ¢ YHUKAAbHON LMdPOBON
MOAMUCHIO MOAb30BAaTEAS, MOAYYEHHOWN OT
cepTndmLmpyroLiern KoMnaHun. Takmm obpasom
MOAYYaTEAb CMOXXET MPOBEPUTb, KTO MOCTAaBUA
MOAMUCH MOA AOKYMEHTOM.

NPUMEHANTE NOAUTUKU C UHTEMPALMEN ADOBE

LIFECYCLE MANAGEMENT ES

MoAb30BaTEAM MOryT 3awmlaTb danabl PDF 1
MPUMEHATb K HUM eAMHOOBPAa3Hble N AMHaMUYeckme
MOAUTUKN AASI KOHTPOAS AOCTYMa U NMpaB
MOAb30BaHMA, @ TakXKe 3aLLUUTbl KOHPUAEHLIMAABHOM
N LeHHOM MHDOoPMaLMM OT HEeYMbILLAEHHOro

NAWN 3AOYMbILLAEHHOIO pasrAalleHus. NMoAnTmMKmn

6e30MacHOCTH NOAAEPXKMBAKOTCS Ha YPOBHE
cepBepa, NO3TOMY MpaBa MOXXHO U3MEHUTb AaXKe
MOCAe pacripeaeAeHnsa panaa. YCTPONCTBa cepum
imageRUNNER ADVANCE DX MO>»HO HacTpoOuTb
AN MHTerpaunm ¢ Adobe® ES.

* I'Ipl/lo6peTaeTc;| AOMOAHUTEABHO. AASI MOAYYEHNS I'IOApO6HOI;I VIHCbOpMaLI,l/IVI O AOCTYMHDbIX d)yHKLLVIFlX N onuMax Ha PasHbIX MOAEAAX

YCTPOMNCTB AUHENKN 0BbpaTUTEeCh K NpeacTaBuTeAto Canon.

MCTOYHUK NeYaTHbIX AOKYMEHTOB?

3awmTuTte cBon odpuc
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BE3OMNACHOCTbD _
KOPMNOPATUBHOM
MHDOPMALUU

Canon MOYKeT BHEeCTU CBOM BKAAA B MOBbILLEHME
VPOBHSA 3aLMTbl MHDOPMaL MM B BaLLlen opraHmsaLmu.

NMOAHbIN KOHTPOAbDb
. HAA KOMMAEKCHBIMU
8 ‘ § NOTPEEHOCTSIMU B OLIM®POBKE
I 8| 1 PABOTE C AOKYMEHTAMMU

C HaLLUVM MOAYAbHbBIM MPOrPaMMHBIM
obecneyeHneM AAS YMNPABAEHUA AOKYMEHTaMM
KOMMaHMM MOFYT HaCAaXKAATbCA 6e30MmacHbIM
COBMECTHbIM MCMOAb30BaHMEM CETEBBIX
YCTPOWCTB 11 6e30MacHOM nevyaThbio 3aAaHUM Ha
AOOOM U3 MPUHTEPOB, MOAKAIOUEHHbBIX K CepBEPY
YMPABAEHUSA AOKYMEHTaMU. [ToAb30BaTEAU
MOBUABHBIX YCTPOWCTB MOIMYT BOCMOAb30BaTbCH
CEePBVICOM C LIEHTPAAN30BAHHbBIM YIPABAEHVEM,
KOTOPbIM obecneymBaeT Be30onacHbIM AOCTYM
MOAb30BaTEAEN CUCTEMbI M FOCTEN K MeYaTu C
MOBOUABHbBIX YCTOOWCTB.

MoAYAb CKaHWPOBaHMA Ha MDY obecneymBaeT
OLIMDPOBKY KOPMOPATUBHbBIX AOKYMEHTOB, @ Tak>Ke
VX CXKaTue, KOHBEPTUPOBAHME 1 PACTPEAEAEHIE
MO PA3AMYHbBIM MECTaM Ha3HaYeHKs, BKAKOYaSA
obAauHble cUCTEMbI. Bbl Takyke MoykeTe 6e30MmacHOo
NepeHanpPaBAAaTb 3aAaHMSA NeYaT Ha HanboAee
MOAXOAALLMY MPUHTEP, ONTUMUIVPYSA CTOMMOCTb
meYyaT KaXKAOro AOKYMEHTA.

Halle pelueHne YCUAMBAET 3aLLUMTY AOKYMEHTOB
B BalLer KOMMAaHWM C MOAHBbIM ByXFaATEPCKMUM
yYeTOM, 0becneymBas Npo3pPa“YHOCTb onepaLn
Ha YPOBHE MOAB30BATEAEN, YCTPOMCTB 1 OTAEAOB.

ULEHTPAAU3SOBAHHOE
YNPABAEHUE NMAPKOM
YCTPOUCTB

Halue MO aAAa ynpaBAeHMA ycTpomcTBaMuy iW
MC paeT AOCTYM K MapaMeTpaM YCTPOMCTBA,
MOAUTUKAM 6e30MacHOCTU, MapPOAAM

M cepTudmKaTaM, a Tak>Ke yCTaHOBKe
0OHOBAEHUM BCTPOeHHOoro MO Ha yCTpoWCcTBa
Canon B ceTu, YTO COKPaTUT Harpysky Ha NT-
OTAEA U1 MOMOXKET obecrnednTb 6e30MacHOCTb U
AKTYaAbHOCTb BalLlen MHOPACTPYKTYPbI NedaTu.

s KOMMAEKCHbIA AYAUT
Q@ AOKYMEHTAUUU

Hallly apxXUTEeKTYpy CepBUCOB AAS ODUCHOM
AOKYMEHTaLMM MOXKHO AOMOAHUTD
YHUKAABHBIMU OMLMAMM AAA TTOAHOMN
oLUndPOBKK (T.e. CKaHMPOBaHUA 1 3aMncK
MeTaAaHHbIX) BCEX AOKYMEHTOB, 06paboTaHHbIX
ycTpomcTeamMn imageRUNNER ADVANCE DX.

YNMPABASAEMDBIE NMPOLECCDI
=] NEYATU

Canon MPS coy4eTaeT B cebe MHHOBALIMOHHbIE
TEXHOAOI M 1 MPOrPaMMHbIE PeLLeHNs C
MNOAXOAALLMMM CEPBUCAMM, KOTOPBbIE MOMOraroT
AOAYKHBIM 00Pa30M HACTPOWTb MPOLIECCHI MeYaT
1 PaboTbl C AOKYMEHTaMM 6e3 HEOOXOAMMOCTU
B AOMOAHUTEABHOW Harpyake AAa NT-oTaeAna.
BAaroaaps ynpexxAaroLLEMY YIPABAEHUIO K
HEeMPEePbIBHOW ONTUMM3aLIMN MHPPACTRYKTYPbI
MeYaTu 1 MPOLIECCOB AOKYMEHTOOOOPOTa Mbl
MOYEM MOMOYb BaM AOCTUUYb HEODXOAUMBIX
noKasaTeAer 6e30MacHOCTH, OAHOBPEMEHHO
OMNTUMUBUPYS PACXOAbLI M MOBbILLAA
MPOV3BOANTEABHOCTb BalLLEro bmsHeca.
\ BO3MOXXHOCTH
NMEPCOHAAU3ALUU
Hallla KOMaHAa LUTaTHbIX Pa3paboTyrKoB
MOXET MPEAAOXKNTb U PaspaboTaTb AAA BacC

NepCoHaAM3NPOBaHHOE peLleHke, KOTOpOoe
YAOBAETBOPLUT Balllll YHUKaAbHbIE |'IOTD€6HOCTI/].
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HACKOAbKO KOMIMAEKCHbIM ABAAETCHA BALL MOAXOA K OBECNEYEHUIO
KOPMOPATUBHOWN BEE3OMNACHOCTU?

PacrnpocTpaHaeTca AW Ballla MOANTMKAE 6e30MacHOCTY Ha Mapk
MHOTODYHKLIMOHAABHbBIX YCTPONCTB?

Kak Bbl obecrnedymBaeTe akTYaAbHOCTb MHAPACTRYKTYPbI MeYaT, a Tak»Ke
CBOEBPEMEHHYIO U 2PPEKTUBHYHIO YCTAHOBKY UCMPABASHUM M OOHOBASHUN?

MOryT AV TOCTW BbIMOAHATL MedaTb M CKaHWUpOBaHWeE, HE MOABEPraa Ballly CETb
PUCKY?

MoOAAEPYKMBAETCSA AWM BaLLKVM MapKOM MeYyaTHbIX YCTPOMCTB 6e3onacHoe
MCMOABb30BaHME AUYHbIX YCTPOWCTB MOAb30BaTEAEN?

AOCTAaTOUYHO AW Y Ballero MT-oTAaeAa BPpeMEHU AAA PACCMOTPEHUA MPOOAEM
He30ornacHoCTn?

HaluAK AM Bbl BaAaHC Mexkay obecrnedeHrieM 6e30mnacHOCTU U
YAODCTBOM MUCMOAb30BAHWA YCTPONCTB?




NMNOYEMY CANON?

~4

L] NMPO®ECCUNOHAAU3M q\‘ NMAPTHEPCKAA PABOTA

MHTerpauus nporpaMMHbIX U anmnapaTHbIX Mbl MOMoOraeM KAMeHTaM BeCcTu

peLeHUn CHMXKaeT BEPOATHOCTL cboeB B bu3HecC yBepeHHee, NPEeAOCTaBASISl UM

pa6o‘re cCuCTeMb. peweHnd AAA I'IpOGAeM, CBA3aHHbIX C
6e30MNacHOCTbIO AAHHbIX.

CEPBUC = WHHOBALUU
ObLlas KoMaHAA No obecnevyeHuto Mbl BHEAPSAEM B CBOW MPOAYKTbI U
MHPOPMaALMOHHOMN 6€30MNaCHOCTU AASA YCAYTM UHTE@AAEKTYaAbHble cocobbl
HaLWX KAUEHTOB U BHYTPEHHEM CrUCTeMBbI MUHUMU3MPOBATb BO3MOXKHbIE PUCKU AASA
NT-6e3omacHocTK B Canon. MHPOPMaLIMOHHOWM BE30MacHOCTW.

Mbl paccMaTpUBaeM BCE BO3MOYKHbIE
YIPO3bl, KaK BHYTPU, TakK 1 BHE
KOPMNOPaTUBHOW CeTU.

3acayru Canon B

chepe obecnevyeHus
Knbep6e3o0nacHOCTU 6bIAU
oTMeueHbl Ha 2017 SCA
Awards Europe.

Canon

Canon U.S.A. cTana
obArapaTEAEM HaArpaAbl
BLI PaceSetter Awards
2017 (kaTeropua «llevyaTb
C MOBUABHbIX YCTPOWCTB U
6e30MacHOCTb MPOLIeCCcoB

OLNDPOBKUN AOKYMEHTOBY).

U McAfee
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